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Sampling and Methodology
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» In June-July 2019 (ISC)2 members, leads, and IT professionals that are members of 

research panels were invited to participate in the online 2019 (ISC)2 Workforce Survey. 

» To be eligible to participate, respondents needed to spend at least 25% of their work 

time on cybersecurity tasks.

» The surveyed was offered in 8 languages (Dutch, English, French, German, Japanese, 

Korean, Portuguese, and Spanish) and sent to participants in 16 countries. 

» 192 respondents self-identified as working in the Healthcare industry. 

• 58% of Healthcare respondents were from North America, 24% from Europe, 15% from APAC, and 3% 

from LATAM.

» This report displays results from survey participants working in the Healthcare industry

and may be useful for prospect profiling purposes. 
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Company / Career
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Company: Number of Employees and Annual Revenue
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* Presented with country-specific currency symbol in survey

Respondents: 192
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21%

15%

11%

11%

11%

8%

7%

6%

2%

A CISO

A dedicated cybersecurity team led by or reporting to a senior IT

executive (i.e., VP or CIO)

A dedicated cybersecurity team led by or reporting to a CISO

A single IT team member led by or reporting to a senior member of

the IT department (i.e., VP or CIO)

Multiple cybersecurity team members led by or reporting to a CISO

A single cybersecurity team member led by or reporting to a CISO

Multiple IT team members led by or reporting to a senior IT executive

(i.e., VP or CIO)

No cybersecurity or IT team members formally responsible - managed

on an ad-hoc basis

Outsourced to a Managed Security Services Provider (MSSP)

Company: Who Manages Security of Organization’s Critical Assets

6Respondents: 192



19%

14%

10%

8%

7%

6%

6%

3%

3%

3%

3%

3%

3%

3%

2%

2%

2%

2%

1%

1%

IT Manager

IT Director

Owner/CEO/President

Network/System Administrator

CIO

Security Analyst

IT Security Manager

Security Consultant/Advisor

Security Architect/Engineer

Technical Consultant

CISO

Help Desk Technician

IT Security Director

CTO

Other IT related

Security Specialist

Security/Compliance Officer

Security Administrator

Application Developer/Tester

VP IT

Job Title and Average Years in IT and Cybersecurity Roles

7Respondents: 192
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At current
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Position and Functional Area
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*Specialized = forensics, penetration testing, malware research, etc.

Respondents: 192

ACD  

BCD  BD  

D  CD  D  

AB  ABC  

ABD  

C  C  ABC  

AB  

AD 

B

D D D

A A

C

17%

13%

24%

21%

16%

3%

4%

C-level executive

Executive management

Director/Middle manager

Manager

Non-managerial

mid/advanced level

Entry/junior level staff

Contractor

Position in Organization

7%

10%

10%

10%

12%

13%

13%

20%

DevOps

Policy & compliance

Security consulting

Specialized*

Risk assessment & management

Security operations

Security administration

Management

Functional Area



28%

26%

23%

23%

22%

22%

19%

17%

17%

16%

15%

26%

26%

30%

27%

23%

22%

27%

18%

21%

17%

19%

Ability to constantly solve puzzles, never get bored

High demand for cybersecurity skills

Ability to work in continuously evolving field

Job security in a growing field

Ability to have a real-world impact

Skills can transfer to nearly every industry

Potential for high compensation

Career longevity potential

Wide variety of available roles

Unlimited career progression opportunities

Variety of available career paths

Initial Motivators

Motivators to Continue

Motivators for Career in Cybersecurity
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What initially motivated you to become a cybersecurity professional?

What motivates you to continue your career as a cybersecurity professional?

Respondents: 192



28%

27%

27%

27%

24%

23%

23%

22%

22%

21%

20%

18%

17%

17%

16%

15%

14%

10%

Cloud computing security

Intrusion detection

Governance, risk management, and compliance (GRC)

Threat intelligence analysis

Penetration testing

Security administration

Security analysis

Forensics

Network monitoring

Security engineering

Malware research/analysis

Risk assessment, analysis and management

Incident investigation and response

Communication skills

Business development & strategy

Business stakeholder management & education

Application security

Identity and access management

Skills Need to Develop in Next 2 Years to Advance Career

10Respondents: 192



11

Certifications



50%

33%

17%

Yes No Don`t know

Vendor-neutral cybersecurity 

certifications

Security Certifications: Does Employer Require You to Have…

12Respondents: 192

CD
43% 42%

16%

Yes No Don`t know

Vendor-specific cybersecurity 

certifications (e.g., Cisco, Microsoft, 

etc.)
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IT Security Certifications Currently Have
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17%
13%
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IT Security Certifications Preparing For/Considering in next 12 Months 
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33% 31%

19%
18% 17%

15% 14%
11%

9%
7% 7% 6% 6% 5% 4% 4%
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42%

38%

37%

33%

31%

28%

27%

24%

22%

Desire to learn

To advance/develop career

Ability to improve/add to skill set

To stay competitive

To become an expert

To make more money

To troubleshoot/fix specific issue

To put on a resume

Change/explore new career path

Motivators to Get Cybersecurity Certifications

16Respondents: 192



41%

36%

11%

11%

Yes, definitely

Yes, probably

No, my current skill set or job

experience will be sufficient

Don`t know

Will You Need Additional Certifications 

and Training for Future Roles? 

Certifications: Who Pays for Them and Will You Need More

17Respondents: 192

32%

42%

16%

10%

Paid for completely myself

Paid for completely by an

employer

Paid for by a combination of me

and an employer

Don`t know

Who Pays for Security Certifications
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Respondent Demographics



Age and Gender

19Respondents: 192

ACD  

BCD  BD  

D  CD  D  

AB  ABC  

ABD  

C  C  ABC  

AB  

AD 

B

D D D

A A

C
Under 25

8%

25 - 34

24%

35 - 44

33%

45 - 54

21%

55 - 64

13%

65 or older

1%

Age

Female

39%

Male

58%

Prefer not to say

3%

Gender



Education

20
*Asked of those with higher than high school diploma education

Respondents: 192

ACD  

BCD  BD  

D  CD  D  

AB  ABC  

ABD  

C  C  ABC  

AB  

AD 

B

D D D

A A

C

11%

15%

38%

24%

6% 6%

High school

Diploma

Two-year

Associate

Degree

Bachelor's

Degree

Master's

Degree

Doctorate Post-Doctoral

Highest Level Education

33%

20%

11%

11%

4%

4%

4%

4%

4%

2%

1%

Computer/Information sciences

Health/Clinical sciences

Business

Engineering/Engineering technologies

Other

Social Sciences/History

Communications/Journalism

Education

Biological/Biomedical sciences

Marketing/Advertising

Psychology

Educational Focus*


